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Year 8 Term 1 E-Safety

Enquiry Question
What are the dangers of not knowing how to be safe
online?
Big questions that will help you answer this enquiry question:
1.

Do you know the dangers of social media?

2.

Can you list the rules the school have for using the internet?

3.

Do you understand the risks of posting inappropriate content on the internet?

4.

What are some of the dangers with sharing personal information online?

5.

If you felt/fell uncomfortable about anything you saw, or if anybody asked you
for your personal details on the internet, do you know where to go for help?

6.

Would you meet up with people you have met online?

7.

Would you befriend people you don't know?

8.

Why are privacy settings important?

9.

If anybody sent you a hurtful message on the internet or on your mobile
phone, do you know who to tell?

10. What is a phishing email?
11. What is a virus?
12. What is a Trojan?
13. What do you do with an email from an unknown person?

Keywords
Terminology you need to know!
Keywords:
Digital footprint A trail of data you create while using the Internet. It includes the websites
you visit, emails you send, and information you submit to online services.
Personal information can be used to steal your identity and commit fraud. Be wary of anyone
who asks for your bank or credit card details, and only use secure sites when
shopping online – secure sites usually carry the green padlock symbol in the address bar.
File sharing is the practice of distributing or providing access to digital media, such as
computer programs, multimedia (audio, images and video), documents or electronic books.
Virus A computer program which distributes copies of itself without permission or
knowledge of the user. Viruses often hide themselves inside other programs.
Malware Malicious software that is designed to infiltrate or damage a computer system
without the owner’s informed consent. It includes computer viruses, worms.
Computer worms—
Trojan A computer program that takes control of the computer it is installed upon
without the knowledge of the owner and is designed to access or damage sensitive
data.
Spyware usually installs itself on the computer and monitors activity in order to send
private information to third parties.
Cyberstalking Using information and communication technology, particularly the
Internet, to harass an individual, group of
individuals or organisation.
Hacking Slang term used to describe illegal access
of computer systems by unauthorised users.
Identity Theft The practice of stealing personal
details (e.g. name, birth date, credit card number)
and using them illegally.
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Gaming
What’s the big deal?
Do you enjoy playing games online? Chances are, if you don't, you know somebody who
does. The gaming industry is huge! Did you know that around the world, more money is
spent on games than on the film industry?
Multiplayer magic
With the internet, it is now possible to play with dozens, even hundreds of people at
the same time through online games like World of Warcraft, Clash of Clans or gaming
portals like Miniclip.
Being able to game with people all over the world makes online gaming even more
exciting and with the ability to ‘chat’ in these games, it is easy to ‘make friends’ with the
people you play with.
Just like in the real world though, you need to be careful when playing with strangers.
Some people you meet online may not be very nice!
Are you worried about someone you’ve met in an online game?
Is someone being weird with you in a game? Talk to an adult you trust or get help from
CEOP .
Report it!
CEOP helps young people who are being sexually abused or are worried that someone
they’ve met is trying to abuse them.
If you’ve met someone online, or face to face, and they are putting you under
pressure to have sex or making you feel uncomfortable you should report to CEOP.
This might be someone:
Making you have sex when you donʼt want to
Chatting about sex online
Asking you to meet up face to face if youʼve only
met them online
Asking you to do sexual things on webcam
Asking for sexual pictures of you
Making you feel worried, anxious or unsafe
If this is happening to you, or you’re worried that it
might be, you can report this to CEOP.
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Online Bullying
Lock up your loot

Just as you wouldn’t
leave your front door or
windows open, you
shouldn’t leave your
computer or phone
unlocked.
Your computer, tablet
and phone hold loads of
information about you.
Your name, address,
birthday, a list of your
friends, hobbies, text
messages, private
photos and videos. What
else might be on there?
All of this is personal
information which you
need to keep secure. It’s
valuable to you and to
criminals. Make sure you
keep it locked up!

Knowledge
Digital Footprint and online safety.
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Homework due ………………………….
Answer the following questions. Write your answers on an A4 page.

1. What is a computer virus?

2. In some ways a computer virus is similar to viruses that give you coughs
and colds. Why might that be?
3. Do computer viruses damage the actual computer equipment?
4. What harm can computer viruses cause?
5. How is it possible to introduce a computer virus to your computer?
6. If you receive an email with links, what questions should you ask yourself
before opening it?
7. How could you know if your computer had a virus?

8. If you do get a virus on your computer, what steps can you take to remove
it?
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Homework due
Rule

Internet Safety Worksheet
What might happen if you don’t follow the rule

Don’t give out your email address
Someone might try to send you mean or rude pictures
Don’t give out your real name

……………………….

Wider Reading List
Websites and books for further information.
Websites:
Games
http://www.kidsmart.org.uk/games/

Viruses and Spyware
https://www.getsafeonline.org/protecting-your-computer/viruses-andspyware/
Chat Online
http://www.kidsmart.org.uk/chat/
Book:
Computer Viruses for Dummies by Peter

Gregory

