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Enquiry Questions 

• What is cryptography and how has it been 

used in previous centuries?  

• What is a substitutional cipher?  

• In terms of frequency analysis, why will it 

help us to know the most common letter in 

the alphabet?   



Terminology 

Cyber Security 

The protection of 

internet-connected 

systems, including 

hardware, software 

and data, from 

cyberattacks.  

Encryption  

The act of protecting data by 

scrambling it in such a way 

that only someone with the 

secret code or key can read it  

Cipher  

An algorithm for per-

forming encryption or 

decryption. 

 

 

Decryption  

The act of un-

scrambling en-

crypted data, with 

a secret code or 

key, so that it can 

be read.  

Ciphertext 

Ciphertext is the result of 

the encryption process. The 

encrypted plaintext appears 

as apparently random strings 

of characters, rendering 

them useless.  

Decryption Key 

Decryption key is the 

code that you need to 

transform an encrypted 

message, document, or 

other data into a form 

that can be freely read  

Plaintext  

Plaintext is an un-

encrypted, reada-

ble, plain message 

that anyone can 

read.  

Symmetric algorithm 

A Symmetric algorithm Uses 

the same key for both en-

cryption and decryption. 

Both parties must agree on 

the algorithm key before 

commencing communica-

tion.  

Asymmetric algorithm 

This uses two different 

keys: a public key and a 

private key. This enables 

secure encryption while 

communicating without 

previously establishing 

a mutual algorithm.  



KNOWLEDGE 

Encryption: Why it matters? 

ENCRYPTION IS A PART of almost every service or device we use to live our lives online. Every 

day, often without us even being aware of it, encryption keeps our personal data private and 

secure. Encryption is a vault that secures our personal information that is held by businesses 

and government agencies. It is a lock that prevents identity thieves from stealing our               

information when we log on to our bank accounts. It is an extra layer of security to safeguard 

our critical infrastructures. And it is a secure envelope that keeps hackers from reading our   

personal communications. Encryption is all of these things and more:  

Many Britons worry about hacking — of their 

credit card information, phones and computers 

— more than any other crime. And for good 

reason: nearly half of British adults have been 

hacked. 



KNOWLEDGE 

Code cracking  

This unit introduces pupils to the history of computing and, in particular, how com-
puters were used as code-cracking devices in World War II.   



KNOWLEDGE 

Historical Figures 
Alan Turing 

Mathematician, Computer Scientist 

(23 June 1912 - 7 June 1954) 

He is known for the Turing test, Turing Machine and the crucial role 

he played as a code breaker at Bletchley park during the second 

world war. 

 

In particular he helped improve the bombe method, an electro-

chemical machine that worked to break the German Enigma code, in 

the second world war. 

In 1945 he was awarded an OBE as recognition of his wartime work. 

Alan Turing was a keen long distance runner. He occasionally ran 40 

miles from Bletchley to London for meetings. 

An English mathematician, computer 

scientist, logician, cryptanalyst,          

philosopher, and theoretical biologist. 

Turing studied undergraduate        

Mathematics at Cambridge University 

and completed a PhD in Mathematics at 

Princeton University. 
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Engage Task 

Lesson 1 

Big Question: What is cryptography and how has it been used 

in previous centuries? 

Complete the word search below. 



Engage Task 

Lesson 2 

Big Question: What is the purpose of encryption? 

Work out the hidden code using the key below. 



Engage Task 

Lesson 3 

Big Question: Can numbers and images be used in  

cryptography? 

Answer the questions below: 

 

1. What does the word substitution cipher mean? 

 

2. Who was Morse Code named after? 

 

3. Who is Alan Turing? 

 

4. Can you name 3 different ciphers? 

 

 



Engage Task 

Lesson 4 

Big Question: Can you name 3 historical figures in  

cryptography? 

 

 



Spelling 

Lesson 4 - Keywords 

Spelling keywords is important. Working on your feedback we 

will now work on spelling some key words from this unit. 

You will write the keywords as they are announced then you 

will mark them at the end with your green pen. 

1. _____________ 

2. _____________ 

3. _____________ 

4. _____________ 

5. _____________ 

6. _____________ 

7. _____________ 

8. _____________ 

9. _____________ 

How many did you get? 

/ 9 



Engage Task 

Lesson 5 

Big Question: What is a substitutional cipher? 

Answer the questions below: 

 

1. Who was the Caesar Cipher named after? 

 

2. When does the Caesar Cipher date back to? 

 

3. Which country used the Caesar cipher in 1915? 

 

4. When was the morse code used?  



Engage Task 

Lesson 6 

Big Question: What is encryption and cryptography? 



Homework Tasks 

Homework 1          Due date:_____________ 

Homework 1 

•There are 6 lines of code!  

•How will we crack it in time to save the invasion?  

•The Allies are relying on us to crack this! 



Homework Tasks 

Homework 2          Due date:_____________ 

Homework 2 

Work out the pigpen cipher messages using 
the key below. Then answer the encrypted 

question. 

? 

. 

1. 
 

 

2. 



Wider Reading List 
Wider Reading  

 
• OCR Computer Science for GCSE Student Book 

• Explorer Academy: Code Breaking Activity Adventure? 
 

 

 

 

 

Useful websites for further research:  
BBC information about the Bletchley Park Colossus Computer: http://news.bbc.co.uk/1/hi/
technology/8492762.stm  
The Enigma Machine: http://www.bbc.co.uk/history/topics/enigma  
How Alan Turing cracked the Enigma Code: http://www.iwm.org.uk/history/how-alan-turing-
cracked-the-enigma-code  

Imperial War Museum: http://www.iwm.org.uk/history/how-alan-turing-cracked-the-enigma
-code 

BBC History:http://www.bbc.co.uk/history/code_breaking/ 

NRich Maths - The Secret World of Code Cracking: https://nrich.maths.org/2197 
https://www.bbc.com/bitesize/guides/zs87sbk/revision/1 
https://www.futurelearn.com 
https://schoolcodebreaking.com/ 
 

 
 


